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Annomanyusn. CtaThs MOCBsIICHA MeTaQOPHICCKUM HOMHHAINAM, BOCXOJIIINM K MOHATHIHON cdepe «Hexmpas
HPUPOIA», UCTIOIB3YEMBIM KaK CPEIICTBO PEIPE3CHTANN KHOEPYTIpo3 B COBPEMEHHOM aHTIIOSN3BIYHOM MEANIHOM
JHCKypce. B pesynbpraTe ycTaHOBIEHO, YTO KHOEPIIPOCTPAHCTBO MOKET OBITH IIPEICTABICHO B BUIE MeTadopuye-
CKOH MoJienn «BupTyanbHast cpesia — 3TO HeXXHBasi IPUPOIa», KOTOpas B HCCIIETYEMbIX TEKCTax BKIIOYAET B ceOs
¢peiimbl «Bonay, «3arpsi3HeHHE OKpyKaromen cpeasl», «Bpemena romay, «Jlanamadt». Hanbonee yacTOTHEIMU
HOMMHAIMSIMH TAHHON MeTa(OpHIeCKOi MOISIH SIBJSIFOTCS THAPOHUMHBIE MeTadopsl. Dpeiim «Boma» coctaBisior
86% mccneryeMBIX SI3BIKOBBIX eHHUL, 107 KOHTEKCTOB YHOTPEOIeH s, KOTOPBIE pacpeeISIOTCs O CII0TaM «/[BH-
’KEHHE BOJBD), «DOPMBI CYIIECTBOBAHUS U COCTOSIHUE BOABI», «BOMHBIN mpoMbIce, «/leaTenbHOCTh ¢ UCTIONb-
30BaHUEM BO/IbI». Hanbosee 4acTOTHRIMA HOMHUHAITUSIMHE SIBISIFOTCS JiekceMbl leak — mporekars u phishing/ fish-
ing — pbIOHas 0By, pumuar. [Togasistoniee OOMBIIMHCTBO MeTadop AaHHOTO (ppeiiMa NMEIOT OTPHUIIATENBHY IO
KOHHOTAIINIO ¥ HCTIOTB3YIOTCS JUIS OIIMCAHMS TAKAX aKTyaJbHBIX YIPO3 KaK HE3aKOHHOE 00HApPOI0BAHNE/3aBIIaICHUC
JMYHBIMU JTaHHBIMH, HABOJHCHUE CAUTOB TPAaQHUKOM HIIM HEIOCTOBEPHOH HH(pOpManueid. MHorHe n3 Metadopnye-
CKMX HOMUHAITMH JaHHOTO (peiiMa He yTPpaTHiIN CBOSH 00pa3HOCTH M YKa3bIBAIOT HA BEICOKYIO HHTCHCHBHOCTB JICH-
ctBusi. DpeiiMbl «3arpsi3sHEHHE OKpYsKaromel cpensy, «Jlanmmadry, «Bpemena roga» B KOJIMIECTBEHHOM OTHOIIIE-
HHY 3HAUYUTENBHO yCTYHatoT (ppeiiMy «Boa» i B COBOKYITHOCTH COCTAaBISIOT 14% OT 00IIEro 4rciia HCCiIe yeMBIX
SI3BIKOBBIX eqUHUI. OCHOBaHHEM JUIST METa(hOPUIECKOTO IEPEHOCa SBITIOTCS 0COOBIE CBOMCTBA SIBIICHHUN HEKUBOIT
HPUPOIBI, KOTOPBIC B COAEPKATEIHHOM IUIAHE COBIAAAIOT C MPEICTABICHUIMH YEIOBEKa O PA3INYHBIX THIIAX K-
0epyrpo3 M UX HETaTUBHBIX IOCIEACTBHAX. Hanbonee 4acThIM IpHEMOM YCHIICHHS BEIPa3UTEIBHOCTH MeTa(popH-
YEeCKUX HOMHHAIMI B aHATM3UPYEMBIX TEKCTaX SBISICTCS UX HCIOJIB30BaHNE B PAa3BEpHYTHIX MeTadopax. Hayunas
HOBH3HA pabOTHI 3aKITF0YAETCs B LIEICHANPABICHHOM HCcleoBaHin MeTadop u3 cheprl-ncrounuka « Hexxusas npu-
pozay, GYHKIMOHUPYIOIINX B COBPEMEHHOM aHTJIOSN3BIYHOM MEHIHHOM TUCKypce 1Mo kuoepOe3onacHocTu. JlanHoe
UCCIIEI0OBAHIE UMEET MPAKTHICCKYIO 3HAYMMOCTb, TIOCKOJIBKY €r0 Pe3yJIbTaThl MOTYT OBITh HCITOJIH30BAHBI B IIpe-
MOIaBaHUH TAKHUX JUCIUIDINH KaK CTHIIHCTHKA, JICKCUKOJIOTHSI, KOTHUTHBHAS IMHTBUCTHKA, IMHI'BOKYJIETYPOJIOTHSL.
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OF METAPHORIZATION OF CYBER THREATS IN ENGLISH-LANGUAGE
MEDIA DISCOURSE
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Abstract. The article considers metaphors related to the conceptual sphere “Inanimate Nature” as a means of rep-
resentation of cyber threats in modern English-language media discourse. As a result, it has been determined that
cyberspace can be represented as metaphorical model “Virtual Environment Is Inanimate Nature”. In the analysed
texts, it contains the following frames: “Water”, “Environmental Pollution”, “Seasons”, “Landscape”. The most com-
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mon nominations of this metaphorical model are hydronyms, comprising 86% (107 contexts of use) of all the illus-
trative examples and making up frame “Water” which consists of the slots: “Movement of Water”, “Forms and States
of Water”, “Aquatic Fisheries”, “Water-related Activities”. The most frequently used lexemes are /eak and phish-
ing/ fishing. The majority of the metaphors of this frame have a negative connotation and are employed to represent
such threats as illegal disclosure or theft of personal data, flooding websites with traffic or false information. Many
metaphors of this frame have preserved their expressiveness and are exploited to emphasize the intensiveness of the
action. Frames “Environmental Pollution”, “Landscape” and “Seasons” are inferior to frame “Water” in terms of the
number of the language units comprising it, together making up 14% of all the examples. The specific features of the
phenomena of inanimate nature explain the reasons for metaphorical transfer as they coincide with man’s conception
of the various kinds of cyber threats and their negative consequences. The research shows that the most common
way to intensify the expressiveness of the metaphors in question is by making them a part of extended metaphor.
The scientific novelty of the study lies in carrying out focused study and identifying the most productive ways of
metaphorical representation of cyber threats in modern English-language media discourse. The research is of prac-
tical significance as its findings can be applied in teaching stylistics, lexicology, cognitive and cultural linguistics.
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BBenenne

AXTyanpbHOCTh IAaHHOTO HCCIIEOBAHUS 00YCIIOB-
JIeHa aKTHUBHBIM ITPUMEHEHHEM KOTHUTHBHOTO TO/I-
X0J1a K U3YUCHHUIO PA3INYHBIX S3BIKOBBIX IBJICHUH. B
[EHTPEe BHUMAHW KOTHUTUBHOHN JIMHTBUCTHKH SI3BIK
KaK «OOIIHii KOTHUTUBHBIM MEXaHU3M, KaK KOTHH-
TUBHBII HHCTPYMEHT — CHCTEMA 3HAKOB, UTPAIOIINX
POJIb B penpe3eHTaluu (Ko JupoBaHum) U TpaHchop-
Marn uHpopmanun» [7. C. 53]. OgHO# U3 OCHOB-
HBIX 3aJ1a4 JJAHHOTO HAIIPaBJICHUS SIBIISIETCS M3Y4YEHHE
0COOEHHOCTEH BOCIIPUATHUS JCHCTBUTEIFHOCTH, KaTe-
ropH3aluy 1 KiIaccu(pHUKauy 3HaHUH 0 Hell. Mera-
(opa urpaeT BeayIlyto poib B ATUX MPOLECCAX, M0-
CKOJIbKY OHA SIBJISIETCS] OHUM 3 0a30BBIX CIIOCOOOB
MIO3HAHUS YEJIOBEKOM Cce0sl U OKPY>KaIOIIEero MHUpa
[13. C. 8], a cinenoBaTenbHO, U CPEJICTBOM €0 KOH-
uentyanu3anui. CoraacHO OCHOBOIOJIOKHUKAM Te-
opun KoHIenTyaiabHoi Metadopsr k. Jlakohdy n
M. Jl>xoHCOHY, posib MeTadopbl 0COOEHHO Ba)KHA B
OCMBICJICHIUH OTHOCHTEIFHO HOBEIX SIBICHUH [8], K
KOTOPBIM 0€3yCIIOBHO OTHOCHTCS IU(pPOBast cpeia u
CBSI3aHHbIE C HEH BO3MOXKHOCTH U PUCKH.

OnHOM W3 KITIOYEeBBIX C(hep-NCTOYHUKOB MeTa-
¢dopuzamun sBisiercs cyocdepa «IIpupomar. Yeno-
BEK HE JKUBET BHE IPUPOJIBbI, €€ 00pa3bl JOCTYIHBI U
MOHSITHBI, YTO CO3/1aeT BCE HEOOXOUMBIC YCIIOBUS
U1 MeTaopHuyIecKoi FIKcancuu. Mertadopryueckue
HOMHUHAIIMH JJAHHOHN C(ephl MIUPOKO HCIOIB3YIOTCS
JUTST KOHIENTYAJTNU3alliN Pa3InYHBIX MPOLECCOB U
SIBJICHUH YKM3HU 00IECTBa, YTO HaXOJUT CBOE OT-
pakeHue B TpyJax y4eHbIX. Tak, BayKHAsl POJIb JKHU-
BOH MpUPOIBI B METaOPUIECKON WHTEPIPETAIIHH
OOIIIEeCTBEHHOH JKU3HH B MOJIMTUYECKOM JUCKypCe
ormeuaetcs B paborax A. Il. Uyamnosa [13; 14],
A. H. bapanoga [1]; metadopuieckas Moienb «IKo-

HOMHUYECKHE PEeaTMi — 3TO KUBOTHBIH MHP» B pycC-
CKOM M aHIJIMIICKOM SI3bIKaX paccMaTpHUBAETCA B
nucceprauuu E. B. KonotHunoit [6]. Homunanuu,
0003HayYaroIINe SIBJICHUS HEKUBOU MPUPOJBI, TaK-
K€ ABIAIOTCSA CPEACTBOM KOHIETITYyaTH3allii MHO-
JKECTBA aCTEKTOB HU3HU YeJoBeKa. M3yueHuto me-
tadop koHuentochep «3emisy, «Bomay, «Bozmyx»
B IOJUTUYECKOM MEJUIHOM AUCKYPCE MOCBSILEHbI
pab6otsr FO. A. Onpxosumnkoii [9]; H. M. UymzakoBoit
[12]; E. b. Karan [4]. laBeimoBa M. A. [3] ucciie-
IyeT 0COOCHHOCTH (PYHKLIMOHHPOBAHUS MeTadop co
cepoii-ucrounnkom «HexwBas mpupoa» B BOCH-
HOM AHCKypce. JIMHTBUCTBI (UKCHPYIOT aKTUBHOE
MCTIOJIb30BaHNE MeTadop HEXHUBOH MPUPOJIBI B KOH-
TEKCTE OMHUCAHUS 3HAUMMBIX COI[UANbHBIX SIBJICHUN
(cm. B. B. bynaes, K. B. ITonorosa [2], O. C. Illap-
MaHoBa [15]). Boxa kak ucTouyHUK MeTadopHu3auu
KaTerOpUHU BPEMEHU B PYCCKOU SI3BIKOBOU KapTUHE
Mupa paccmatpupaetcst B ctathe Jl. A. KaryHuHa,
M. K. AaToHoBot#i [5].

Llenp naHHOTO HCCIENOBaHUS — PACKPHITH OCO-
OeHHOCTH (PYHKIIMOHUPOBAHHA MeTa(pOpUIECKUX HO-
MUHAIIN{, BOCXOIIIUX K MOHATHIHOHN cepe «He-
JKUBasl IPUPOAY, UCIIONB3YEMBIX TSI 0003HAUCHUS
KHOepyTrpo3 U CIIoco00B MX MPEIOTBPAIIECHHS B CO-
BPEMEHHOM aHTJIOS3BIYHOM MEIUIHHOM AMCKYpCE.

ITocTaBneHHas enb MpeanoiIaraeT perneHne cie-
IYIOIIKX 3a/1a4:

1) cnemnath BRIOOPKY MeTa(hOpHUIECKUX CIOBOYTIO-
TpebuieHuii u3 cdepsl ncrounuka «Hexnsas mpupo-
J1a», BBIIENNTH HanOoJIee XapakTepHbIe IS JaHHOTO
THUTIA TEKCTOB (PPEHMBI U CIIOTBI;

2) TMpOW3BECTH KOJWYECTBEHHBIM MOACYUET IS
YCTaHOBJICHHs HanOoJee 4acTOTHBIX MeTadopuye-
CKUX €TUHMUII;
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3) ompenenauTh OCHOBAHUE I META)OPHIESCKOTO
nepeHoca;

4) BBIIBHTH HaHOOJIEE YACTO UCIIOJIb3YyEeMbIe MTPH-
€Mbl YCUJICHUSI BBIPA3UTEIILHOCTH UCCIICAYEMbIX Me-
TahOpUIECKUX HOMHUHAITUH.

MatepuaJibl 1 METOABI HCCTETOBAHUS

Jlis1 peliieHust OCTaB/ICHHBIX 33124 ObUIM UCTIOJb-
30BaHbI CIJIEIYIOIINE METOJIbI: METO CIUIOIIHOW BbI-
00pKH, METOA METapOPHIECKOIO MOJCITUPOBAHUS,
(bpeliMo-CI0TOBBIN aHaN3, METO]] KOJTUYECTBEHHO-
ro ¥ IPOLEHTHOI'O IMOJCYETa, JIMHI'BOCTUINCTUYC-
CKHI aHallu3 TeKCTa.

Marepuaniom Jijisi HCCIIC0OBAHUS MTOCITYKUIIN ay-
TEHTUYHBIC TEKCTBI, MOCBSAIICHHBIC AKTyalbHBIM BO-
npocaM KnOepOe30MmacHOCTH, ONMyOJMKOBaHHBIC Ha
caiitax anrnoszeraHoN mpeccsl BBC (URL: https://
www.bbc.com), The Guardian (https://www.theguard-
ian.com), The New York Times (URL: https://www.
nytimes.com), B 2JIEKTPOHHBIX BEPCUAX HAYYHO-TIO-
nysipubIX u3ganniit MIT Technology Review (URL:
https://www.technologyreview.com), Infosecurity
Magazine (URL: https://www.infosecurity-maga-
zine.com), Harvard Business Review (URL: https://
hbr.org) Ha caiitax npodheccHOHaIbHBIX COOOIIECTB,
OpTraHM3aIuii ¥ KOMIIAHWHA, 3aHATHIX B cepe nHhop-
MarmoHHbIX TexHojoruiit TechCrunch (URL: https://
techcrunch.com), StealthLabs (URL: https://www.
stealthlabs.com), TechTarget (URL: https:/www.
techtarget.com), CrowdStrike (URL: https://www.
crowdstrike.com), Kaspersky (https://www.kasper-
sky.com), IEEE UIT Computer Society (URL: https://
www.computer.org), GeeksforGeeks (URL: https://
www.geeksforgeeks.org), Prey Project (URL: https://
preyproject.com), EM360 (URL: https://em360tech.
com) u kubepcnopra VPESPORTS (URL: https://
WWW.Vpesports.com), MOMCKOBOW HHTEPHET IUIaT-
¢dbopmer Semantic Scholar (URL: https://pdfs.seman-
ticscholar.org). MmmocTpaTHBHBIH KOPITYC COCTABIIS-
et 124 xonrekcra ynotpeoyienus. O0beM mpoaHaIn-
3UPOBAHHOTO MaTepuaia — Oonee 50 craTeid.

Pe3yabTaThl Hece10BaHUS U UX 00CYKIeHHE

Hame uccreoBanne mokasaio, 4To KOMITBIOTEp-
Hble 1 WH(POPMAIMOHHO-KOMMYHHUKAIMOHHBIE CH-
CTeMBI 4acTo MeTa)OPUUECKHU MPEICTABISIOTCS KaK
HeKasi «OMOJIOTHYECKas» Cpesia, HAPUMEp, gaming
ecosystem — dKOCHUCTEMA UTp, media ecosystems —
9KOCHCTEMa CONMANBHBIX CeTeH, online ecosystem —
sKococTema uHTepHera, loT ecosystem — 3KOCUCTeE-
Ma MuaTepHeTa Bemeit. B memom, cybcdepa «Ilpupo-
Jay» 00JanaeT 10CTaTOYHO BBICOKHM MOTEHIIHAIOM
MeTadopuIecKol penpeseHTanun Kkubepyrpos. Tpa-
JUIIMOHHO Pa3iIMYaloT KUBYIO (PaCTeHHS U HKHBOT-
HBII MUP) U HEXKUBYIO IPUPOTY (CTHXUH, JTaH AT,

BpEMEHA TO/1a), YTO MO3BOJIIET BRIICIHUTE JIBE 0a30-
BbIX MeTadopuyeckux Mojenu: «BupryanbHas cpe-
Jla — 3TO HBasi PUPoIa» U «BupryansHoe mpo-
CTPaHCTBO — 3TO HEXHBas PUPOJIa», KOTOpasi B Ha-
[IeM WUTIOCTPATUBHOM KOPITyCE MPE/ICTABIICHA Clie-
nyromMu peiimamu: «Bomay, «3arpsizHeHne okpy-
JKaIoMIel cpensn», «Bpemena rogay, «Jlanmmadry.

®peiim «Boma»

[To nammm HaOmroneHusIM cdepa-uctounuk «He-
JKUBAsi IPUPOIa» MPEUMYIIIECTBEHHO MPeICTaBlIcHa
TCHJIPOHUMHBIMU MeTaOpaMu, KOTOPhIE COCTABIISIOT
(hpeiim «Boma». Beero B ananm3upyeMoM Matepuaie
6b110 3adpukcupoBano 107 KOHTEKCTOB ymoTpediie-
HUs. B aHTIIMCKOM sI3bIKE MaHHAs MeTadopa TiaB-
HBIM 00pa3oM Mpe/cTaBiIeHa JiekceMoit leak — mipo-
TEKaTh, yTEUKa U €€ IMPOU3BOJHBIMU [eaky — TipoTe-
KaroIuii, leakage — npoteuka. Takke K JaHHOMY
(hpeiimy oTHOCATCS TTAroIbl flood — HABOIHSTH, 3a-
TaIuIMBaTh, flow — Te4b, launder — OTMBIBATh, CTH-
patb, net — JIOBUTb CEThIO, pOuUr — BINBATb, Spill —
MIPOJIMBATh, SWamp — 3aTallIuBaTh, trawl — JIOBUTH
pBIOY TpaJoBOM ceThio, pool — Oaccelin, wave —
BoiHa, phishing/ fishing — priOHas noBis, GumMHT,
fuidic — dmronnHbIN, KUIKAN, UAUOMEI test the wa-
ters — 30HINPOBATH MOYBY, tip of the iceberg — Bep-
XyIIKa aiicoepra, KOTOpble B COOTBETCTBHH C ITOJIXO-
IOM MeTa(opHUIecKOoro MOACIUPOBAHUS, pa3pado-
taHHBIM A.Il. UyquHOBBIM, OBUTH CTPYNITHPOBAHBI
IO CJIOTaM.

Caor «/IBuikeHHEe BOABI

OO011en3BecTHO, YTO OJJHON U3 CAMBIX aKTYaJIbHBIX
po0JIeM, CBSI3aHHBIX C MCIIOJIb30BAHHEM ITU(PPOBHIX
TEXHOJIOTHH SIBJISIETCS] HE3aKOHHOE 00HAPOI0BaHUE,
nepeada Wid Mpojaka TPETHUM JIHIIaM MTePCOHAITb-
HBIA gaHHBIX. [Tog00HBIC AeiicTBUS MeTadhoprUIecKr
PEIPE3EHTUPYIOTCS B AHTJIMICKOM SI3BIKE [IAr0JIOM
leak (22 — 31ech 1 ajnee yKaspIBaeTCs KOJIUYECTBO
KOHTEKCTOB YIOTPEOJICHUS B aHATU3UPYEMOM MaTe-
puaje) — MpoTeKaTh, CYIIeCTBUTEIbHBIMH leak (9) —
yTeuka, leakage (3) — mpoTeUKa U MpUITaraTeIbHBIM
leaky (1) — nporekaromuii, Hanpumep: “Together,
the images reveal a whole data supply chain — and
new points where personal information could leak
out — that few consumers are even aware of”’!. B3s-
TBIE BMECTE, TAHHBIC U300PaKCHUS CBUICTEIbCTBYIOT
0 CYIIECTBOBAHUH IIEJION CETH MOCTABKHU IEPCOHATb-
HBIX JaHHBIX — U HEKOTOPBIX HOBBIX BO3MOKHOCTSIX
JUISL C1UGA TAYHBIX JAHHBIX — O KOTOPBIX OOJIBIINH-
CTBO TIOTpEeOUTENEH Jake He MOA03PEBAIOT (31eCh U
nanee nepeoj Ham — A. CaBuenko). “TechCrunch
has identified several online stores whose customers’

! URL: https://www.technologyreview.com/2020/ 01/08/
(mata obpamienus 20.01.2020).
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information was exposed by the /eaky database™'. Un-
tepraer-u3aanue TechCrunch ycTaHOBHIO HECKOIBKO
OHJIal{H Mara3uHoB, 0a3bl JTaHHBIX KOTOPHIX OBUIN He-
JIOCTaTOYHO 3alUIIEHBI, YTO MPUBEIIO K ymeukxe Tep-
COHAJILHBIX JAHHBIX MOKyMareneil. “Large-scale leaks
like this are concerning”?. ITogoOHbBIC MacHITAOHBIE
ymeyKu JaHHBIX BBI3BIBAIO TPEBOT'Y.

K nmanHOMYy (Qpeiimy Takke OTHOCSTCS TJaroJibl
flood (5) — HaBOmHATH, 3aTamnuBath, flow (2) —
Teub, pour (1) — BnuBath, spill (2) — MpoIUBaATSH,
swamp (1) — 3aranauBaTth, CyIIeCTBUTENbHBIE flood
(1) — naBonuenwue, flow (1) — motok, wave (4) —
BOJIHA, KOTOPBIC B NIEPBHYHOM 3HAYECHUU OTIHCHIBA-
IOT JBUJKEHHUE BOJIbI PA3HOM MHTEHCUBHOCTHU. Tak,
nekcemsl flood, swamp BCTpedaloTcss B COUYSTAHUAX
flood with traffic — OykB. TuTh TpaduK, T.c. HaIpa-
BHUTbH 00JIBIION 00beM Tpadrka Ha KAaKOW-TO CalT ¢
LIETBIO BBIBENICHUS €T0 W3 CTPOs, swamp with fake
accounts — HaBOJHUTH (PEHKOBBHIMH aKKayHTaMH,
flood with untrue information or propaganda — Ha-
BOJIHUTB HEJOCTOBEPHOI HH(OpMaIHei 1 pornaras-
noi. OTMEeTHM, YTO AaHHBIE MeTa(hopbl HE yTpaTH-
JI CBOEH 0OpPa3HOCTH U MEpPeIaloT OYCHb BBICOKYIO
WHTEHCUBHOCTH AeiicTBus, Hampumep: “Could Al
swamp social media with fake accounts?””* Moxer n
WU nasoonums coruanbabie Meana (EeHKOBBIMU aK-
kayHTamu? Kpome TOro, HOMMHAIUU JAHHOTO CJI0TA
MOTYT OBITh YacThIO Pa3BEPHYTHIX MeTa(op, HAPH-
Mep: “By flooding these channels with a barrage of
fake or malicious traffic, the attackers aim to disrupt
the gameplay and create an unfair advantage for one
side™. Hasoonss 3t kananwl nomoxamu GEenKoBbIX
WM BPEIOHOCHBIX JIAHHBIX, 3JI0YMBIILICHHUKHU CTpe-
MSATCSI HAPYIIUTb XOJ1 UTPhI WIIA CO3/aTh MPEUMYIIIC-
CTBO JJIs1 OJTHOM U3 CTOPOH.

CymecTBUTENT HOE Wave — BOJIHA MeTadoprde-
CKH MCIOJIB3YETCsI /U1l 0003HAYCHUS 3HAYUTEIIBHOTO
Bpe/ia, IPUUNHIEMOT0 KHOSPIIPECTYTHUKAMH, U TaK-
K€ YKa3bIBaeT Ha BHYIIUTEIbHBIA 00BEM N KOJH-
4yecTBO. [laHHOE 3HAYCHUE aKTYyaJIM3UPYETCs B CIie-
nyroieM KoHTekcte: “An Iranian state-backed APT
group carried out a “wave” of cyber-espionage attacks

' URL: https://techcrunch.com/2023/01/25/apparel-
designer-goods-credit-cards-exposed/(naTa oOpateHus
20.02.2023).

2 URL: https://www.bbc.com/news/business (mata
obpamienus 20.06.2024).
3 URL: https://www.bbc.com/news/business (mara

oOpamienus 20.06.2024).

4 URL: https://www.vpesports.com/hackers-launch-
multiple-ddos-attacks-on-lck-spring-2024-resulting-in-
significant-alterations-to-broadcast (nara oOpareHus
20.06.2024).

against thousands of global targets over a six-month
period, Microsoft has revealed™. «Ilomaep:xuBaemast
HUPAHCKUM TPaBUTEIbCTBOM IPYIINa XaKePOB, B TEUE-
HHE MOJIYT0/1a OCYILECTBUIIA MHOMCECE0 TAPTETUPO-
BaHHBIX KHOepaTak ¢ LENbI0 MITHOHAXKa,» — C000-
nia MankpocodrT.

Kak BUHO U3 NPUBEJCHHBIX MPUMEPOB, OCHOBA-
HUEM JJIsi MeTapOpHUECKOTO TepeHoca SBISIOTCS
ocobOble cBoicTBa BOABI. Boma BcempoHuKaroiasi,
o0mamaeT OOJBIION pa3pyIIUTEIILHON CHIION, el He-
BO3MOKHO IIPOTUBOCTOATH. I10 3TOM mpuunHe BCe
HOMHWHAIIMU JaHHOTO CJIO0Ta MMEIOT OTPHUIATENHHYIO
KOHHOTAIIUIO U HCIIONIB3YHOTCS JUIsi 0003HAYCHUSI 110-
TEHIMAIBHBIX U CYIIECTBYIOIIMX YIrPO3 B BUPTyallb-
Holi cpene. VckiroueHuneM siBiisieTcs Jiekcema flood,
KOTOpasi B OJJHOM U3 MHUKPOKOHTEKCTOB HCIIOJIb3Y-
eTcs Juisd 0003HaYeHHsI OOJIBIIOr0 00beMa JIaHHBIX,
KOTOpBIC YAaJIOCh BOCCTAHOBHTH MOCIE KuOepaTa-
ku: “The flood of data hacked back from the hack-
ers has already led to four arrests, and the authorities
promised on Tuesday to repurpose the technology to
expose the group’s operations to the world”.® Boc-
CTaHOBJICHHE 0ZPOMHbIX 00beMO8 paHee TTOXHIICH-
HBIX JIAHHBIX MyTEM XaKHUHTa y’Ke MOBJIEKIIO 32 CO-
00i1 apecT yeThIpeXx YelOBEK, U BO BTOPHUK BIACTH
1oo0eIIain, YTO BHOBb BOCIIOJIB3YIOTCS 3TUM METO-
JIOM JJISl TOTO, YTOOBI ITPEaTh OTIACKE NS TEIbHOCTD
3TOH IPyNITUPOBKHU.

Ciaot «@opMBbI CyLIECTBOBAHUS U COCTOSTHHE
BOABD»

B ananu3upyembix TEKCTaX K JaHHOMY CIIOTY
OTHOCSITCS CYIIECTBUTENBbHOE pool (2) — OacceiiH,
npunararenbHoe fluidic (1) — monaHsIi, KuaKui
U UIUOMBI tip of the iceberg (2) — BepXxyIka aic-
Oepra u test the waters (1) — 30HAUPOBATH TOYBY.
B koHTekcTe KHOepIpoCTpaHCTBA CYIIECTBUTENb-
HO€ pool yTpaTHUIIO CBOK OOpa3HOCTh U HCHOJIb-
3yercst 11 0003HAaYeHHsI OOJBIIOr0 KOJIWYECTBA
MoJIb30BaTelel WK yCTpoicTB, Hapumep: “When
you add more users or devices or applications to
a user pool, you are creating a larger attack sur-
face”’. Korna Bel 1o0asisiere 00JblIe N0ab30BaTe-
JIeH, yCTPOMCTB WIIM MPHUIIOKEHNUU K 1)1y, BBl TTIOBBI-
11aeTe BePOSITHOCTh aTak.

5 URL: https://www.infosecurity-magazine.com/
news/iranian-threat-group-thousands (mata oOparnieHus
20.06.2024).

¢ URL: https://www.theguardian.com/technology/ 2024/
feb/20/uk-and-fbi-lock-cybercrime-group-out-of-lockbit-
website (nata oOpamienus 20.03.2024).

7 URL: https://www.nytimes.com/2022/10/13/techno
logy/gamers-malware-minecraft-roblox.html  (mara
obparmienns 22.11.2022).
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[Tpunararensnoe fluidic, onvceIBaIOIee OIHO W3
COCTOSTHHI BOJIbI, BCTPEYALCTCS B CICYIOIIEM MUKPO-
kouTekcre: “Keep ‘Default Device’ status fluidic”'.
Memnstime ycmpotiicmea, ACTIONb3yeMbIe TI0 yMoJ4a-
HUIO.

[IpuBeeHHBIC BBINIE TPUMEPHI HATJISTHO IEMOH-
CTPUPYIOT, YTO paccMaTpHBaeMble HOMHUHAIMH HE
MUMEIOT OTPHUIIATEILHON OIIEHOYHOCTH, B OTIIMYHE OT
UANOMBEI tip of the iceberg, KOTOpas UCTIONIB3yeTCS B
OTHOIICHUH MHTEPHET MOIIICHHUKOB WIIH KHOEPYTPO3
C LEINbI0 00paTUTh BHUMAHKUE YUTATEINCH Ha UX 3Ha-
guTeapbHOoe KoimdecTBo : “There are 745 scams re-
ported every day to Scamwatch — but it’s estimated
these are just the tip of the iceberg, as many go un-
disclosed™. EsxeiHEeBHO B Opranusaiiiio Scamwatch,
MOCTYIAIOT JaHHbIE O 745 ciaydasiX MOLIEHHUYECTBA,
1 3TO TOJIBKO 8epxyuika aiicbepea, TOCKOIbKY O MHO-
THX JIPYTHX HUKTO He coobmaer. “However, this is
just the tip of the iceberg and raises many questions
regarding possible catastrophic scenarios involving
AT, OaHaKo 3TO0 uwb sepxyuxa aicoepea, i NaH-
Hasi CUTYyaIlus MOJHMUMAeT MHOXECTBO BOIPOCOB B
CBSI3HM C BO3MOXKHBIMH KaTacTpO(PHUECKUMH CIieHa-
pusimu ucronab3oBanus M.

Caor «BoaHblii IpoMbIce»

K naHHOMY CJIOTY OTHOCMM HOMHHAIIUU, KOTO-
pBIe B IEpBUYHOM 3HAYCHHUN OMHCHIBAIOT PA3ITHYHbIE
CIoCcOOBbI BEJIEHUS] BOIHOTO MPOMBICIA, TAKHE Kak
fish (1) — noButsb peIOy, net (1) — TOBUTH CETHIO,
phishing/ fishing (27) — pbiOHas JOBIA, (DUIIUHT,
trawl (2) — 110BUTH pHIOY TPaJIOBOM ceThio, Whaling
(8) — oxoTa Ha KUTOB, a TaK)Ke aKPOHUMBI, 00pa30-
BaHHBIE ITyTEM CIIOBOCIIOKEHUs smishing (SMS phish-
ing) (2) — UIIUHT TP TTOMOIIIA CMC COOOIICHHUH,
and vishing (voice phishing) (2) — ¢GUIITHHTOBBIC
aTaky C WCIOJb30BaHUEM TenedoHa. B koHTekcTe
nupoBoi 0€30MaCHOCTH OOJIBIIUHCTBO YIIOMSIHY-
TBIX MeTa(op MEepenuIr B pa3ps CIeIHaIbHOMN JIeK-
CUKH{ WM TEPMHUHOB M HCIOJIB3YIOTCS Uit 0003Ha-
YEeHUS OTNPECIICHHOTO BUA aTaK, 1eJIb KOTOPHIX 3a-
BJIaJICTh KOH(UACHIIHATbHOW HHpOopMaIuei wim ¢u-
Haucamu. Taxk, phishing/ fishing — 310 Hanbomnee 06-
MK TEPMEH 11 TOZ0OHOTO BH/a MOILIEHHUYECTBA,
spear phishing (5) — 9To 1eJeHaNpaBIeHHas aTaka

! URL: https://www.stealthlabs.com/blog/top-security-
techniques-to-protect-internet-of-things-infrastructure (aara
oOparmenus 25.06.2024).

2 URL: https://www.theguardian.com/media/2023/feb/06/
from-hi-mum-to-crypto-the-latest-scams-to-watch-out-for
(nata obOpamenus 23.03.2023).

> URL: https://www.techtarget.com/whatis/feature/ Ways-
Al-could-bring-more-harm-than-good (mata oOpamieHus
20.06.2024).

Ha OTIEIHHBIX JIWIl WU OpTaHu3aIuio, whaling —
3TO aTaka, LeJIb KOTOPO — BBICOKOIIOCTABJICHHBIC
JMIIa WM, HHBIMH CJIOBaMu, Oosbmiasi peida. [Ipu-
BeJIeM MPUMEPBI KOHTEKCTOB ynoTpedaeHus: “Also
known as spear phishing, such hacks use a targeted
attack...” Taxoke U3BECTHBIN KaK yenesol (uuiune,
OTOOHBIIA B3JIOM MPEACTABISICT COOOM IeNeHApaB-
neHHyto ataky. “For the person running such a scam,
thousands or more of these payments, or microtrans-
actions, can net a high reward™. J{yist Toro, KT0 3aHH-
MaeTcsi OJJOOHBIM MOIIIEHHHYECTBOM, THICSYM TAKUX
TIATEXKEH WITM MUKPOIIEPEBOIOB JCHEKHBIX CPEICTB
MOT'YT B MTOTE npuxecmu OOIbIIyI0 pUObLIb. “De-
fending against whaling attacks starts with educat-
ing key individuals within your organization to en-
sure they are routinely on guard about the possibility
of being targeted”. IIpoTuBoaciicTBuE amakam Ha
BbICOKONOCMAGICHHIX Y HAYMHACTCS ¢ 00yUYCHUS
KJIFOYEBBIX COTPY/THHKOB Ballleil OpraHu3aiiui TOMY,
yTOOBI OHM OBUIM HaueKy W He 3a0bIBaJI O MOTEH-
[aTbHONH BO3MOYKHOCTH CTaTh MHUIICHBIO JUIS 3710Y-
MBIILICHHUKOB.

WHora naHHbIe HOMUHAIIMU CTAHOBSATCS YaCThIO
pa3BepHyThIX MeTadop, Hanpumep: “Spearphishing is
the term used for a targeted cyber attack, rather than
indiscriminate trawling””’. Cneap-guwune — 310
HeneHanpasieHHas kudepataka. OHa cKopee Haro-
MHUHAET TOJ{BOJTHYIO OXOTY, HEKEIIU Mpaiosbiil j108.
“Whereas phishing scams target non-specific individ-
uals and spear-phishing targets particular individuals,
whaling doubles down on the latter by not only target-
ing those key individuals, but doing so in a way that
the fraudulent communications they are sent appear
to have come from someone specifically senior or in-
fluential at their organization. Think of them as “big
phish” or “whales” at the company, such as the CEO
or finance manager’®. X0oTst MUILEHBIO (puuunea Mo-
JKET CTaTh JIFOOOH TOJIB30BaTelNb, a cneap-guuiune
MIPEJICTaBIISIET COOO0M IeIeHaNPaBICHHYIO aTaKky Ha
OIIPEICTICHHBIX JIUII, B XOJE VIlliuHea CTaBKH YIBa-

4 URL: https://www.crowdstrike.com/cybersecu rity-101/
phishing/spear-phishing (nara oopamenns 08.06.2024).

5 URL: https://www.nytimes.com/2022/10/13/technology/
gamers-malware-minecraft-roblox.html (nara oGpanienus
15.01.2023).

¢ URL: https://www.kaspersky.com/resource-center (rara
obpamienus 08.06.2024).

7 URL: https://www.theguardian.com/books/2023/feb/04/
im-not-snow-white-i-have-to-think-like-a-criminal-how-i-
became-a-burglar-for-hire (nara ooparenus 06.03.2023).

8 URL: https://www.kaspersky.com/resource-center/

definitions/what-is-a-whaling-attack (mata oOpateHus
08.06.2024).
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WBAIOTCS, TOCKOJIBKY JaHHBIN BUJI aTaKd HAIIPaBIIeH
Ha KJIFOUYEBBIX (DUTYp B OpraHU3allMy U BBITJISINT TaK,
Kak OyaTo OBl PeKOBBIC COOOIIEHSI OBLIH OTIPAB-
JICHBI PYKOBOAMTEIIEM WJIM UHBIM BIUSTEIBHBIM JIU-
IIOM, TO €CTh «OOIbULOU PbIOO WITH KKUMOMY, Ta-
KHMM KaK TJIaBHBIA MCIIOJIHUTENLHBINA WM (PUHAHCO-
BBII TUPEKTOP.

Metadopbl TaHHOTO CIIOTa WCIOJB3YIOTCS IS
ONMCaHMs AEUCTBUI 3JI0yMBIIIEHHUKOB. Mckito-
YCHHEM SIBIIICTCS JIEKCEeMa fish, KOTopasi B OJTHOM H3
KOHTEKCTOB yHoTpeOssieTcs i 0003Ha4YeHUsT Mep
npotuBoaericTBust: “This approach makes these gangs
more difficult to pin down, further putting a strain on
security forces who may need to stretch beyond their
capacity fo fish them out”". TIpu TaKOM TIOAXOE CAEP-
YKHUBATh JICATSIBHOCTD MOAOOHBIX TPYIITUPOBOK BECh-
Ma 3aTPYAHUTENILHO, 3TO YCIIOKHSET paboTy CIyxO
0€30IaCHOCTH U CTaBUT MEPE]] HUMHU 3arpe/iCbHbIC
3aJ1a4uM 110 NnouUMKe KNOePIPEeCTyITHUKOB.

Cnot «/lesITeJIbHOCTD € HCIOJIb30BAHUEM BOIbI»

B aHanmm3upyeMbIX TEKCTax BCTPEYAETCS TOJIBKO
onHa nekcema launder (1) — OTMBIBaTh, CTUPATH,
KOTOpasi UCIIOIB3YeTCs ISl 0003HAYCHUS JCHCTBHIA,
LEeJTb KOTOPBIX — JICTATU30BaTh JICHBIH, TOTYYCHHbIC
HE3aKOHHBIM ITyTeM, Hanpumep: “Money mules were
increasingly using the machines...to launder illegal-
ly obtained cash™. «JleHekHbIe MyJTBD) BCE Yallle HC-
MOJIb30BAIIM OAHKOMATHI ... ISl OMMbLEAHUS JICHET,
MOJYYCHHBIX HE3aKOHHBIM ITYTEM.

Dpeiim «3arpsizHeHUE OKPYKAKONIEH cpeab»

Tak e Kak eCTeCTBeHHasl cpejia KuOepnpocTpaH-
CTBO MOXET OBITh 3arpsi3HEHO OTXOJAaMH, YTO Ha-
XOJIUT CBOE OTPAKEHUE B TAKMX HOMHHAIUAX KaK
poison (6) — oTpaBisITh, polluted (1) — 3arpsi3HEH-
HBIH, foxic cyberwaste (1) — TokcuuHasi KuOEpCBa-
ka. Hammpotus, 00beKTH 1TUGPOBOI Cpemsl, HE 3apa-
YKCHHbIC BPEAOHOCHBIMHU [TPOrPaMMaMH, OITHCHIBAOT-
Csl IpuIIaraTebHBIM clean (2) — YUCTHIN, HATTpUMEp:
“This problem — Al feeding on itself and producing
increasingly polluted output — extends to images™.
[Ipobnema, cBs3anHas ¢ teM, yto MU muTaeT cam
ceOs 1 Bce "arle IpOU3BOANT 3apadiCelHblli KOHTEHT,
KacaeTcsi U u3oOpakeHui. “Activation Clustering
works by sorting the training dataset for a particular
class into two clusters: likely clean, and potentially

' URL: https://www.techopedia.com/how-to-deal-
with-cybersecurity-extortion-breaches (mata oOpamieHus
08.06.2024).

2 URL: https://www.bbc.com/news/technology- 64636986
(nara obpamienus 08.06.2024).

3 URL: https://www.technologyreview.com/2022/ 12/20
(mata obpamienus 08.01.2023).

poisoned™. Kiactepusaiys 3aKI049aeTcst B pacmpe-
JISNICHHH KaKOTr0-TO KJlacca JaHHBIX, HCIIOJIb3yEeMbIX
B XO7Ie 00y4eHUsI, MEX/y IByMs KJIaCTEpaMH: BEpO-
STHO, YuUCmble, U TOTCHIUAIILHO 3aPAdiCeHHble.

K mannomy ¢peiimy oTHOCHTCS BBIpaXkeHne cyber
brownfield (1) — xubepopaynduin. Kak ormedanocs
B HaIINX paboTax, TEPMUH OpayH@ui0 N3HAYaITBEHO
WCTIOJIB30BAJICS B CIIEHMAIIBHON JIUTEpaType Co 3Ha-
YeHHEM «HMHIYCTPHAIBHBIA MapK IMOJ BTOPHUHYIO
3actporiky» [10. C. 155]. B KOHTeKCTe MPOEKTUPO-
BaHUs KuOep-QU3NUECKUX CHCTEM JaHHBIH TEPMHUH
O3HayaeT co3/1aHue HOBOTO MPOYKTa Ha OCHOBE YKe
CyIIeCTBYOIIEH UHPpacTpyKTypbl. Pa3zpaborunku
pa3IMyaloT OpayHund u epungurd IpoeKTsl. MeTa-
(bopHrUeCcKH JaHHBIA TEPMHUH HCIIONIB3YETCs JUIsl OITH-
caHns UQPoBOil HHPPACTPYKTYPHI, KOTOPYIO Oojee
HEBO3MOJXKHO HCIIOJIb30BATh M3-32 MIOTEPH KOHTPOJIS
HaJl COTOAKITIOUEHHBIMU YCTPOHCTBaMHU, PYHKINO-
HUPYIOIIUMU B Hel, HanpuMmep: “The way we build
and deploy devices won’t work at the scale of the
envisioned IoT and will backfire, like so many hidden
chemical dumps. Continuing down this path will sim-
ilarly lead to “cyber brownfields. Co3naBaembie u
HCIIONBb3yeMbIe YCTpOHcTBa HE OyayT paboTaTh B
pamkax MuTepuera Bemieii u oOpaTsaTcs MpoTHB HAC,
KaK U MHOYKECTBO CKPBITBIX CBAJIOK XUMHYECKHUX OT-
x0710B. Ecnii HU9ero He M3MEHHTCS, 3TO MPHUBEJET K
«Kubep-opaynguioam.

Eme omnuMm mpumepoM MeTadopudeckoil pe-
MpPEe3eHTAllMN yTPO3, MUCXOANINX OT MHOXKECTBa
ycrpoiictB MHTepHeTa Belei siBisieTcs: BbpakeHue
Cyber Love Canal, B ocHOBe KOoTOpOTO ayutro3ust. Kak
U3BECTHO, paiioH ropoaa Haltarapa-®onc, JlaB Ka-
HaJI, Ha TIPOTSDKEHUH JIOJITOT0 BPEMEHH HCIIOJIB30-
BaJICs JIJIsl 3aXOPOHEHHS TOKCUYHBIX OTXOJIOB, B CBSI-
31 C 4eM cTasl abCOIOTHO HETIPHUTOACH JIIS )KU3HU U
6b11 3a0pomieH. 1o ananoruu Cyber Love Canal —
3TO CHMBOJ KHOEp-NH(PACTPYKTYphI, KOTOPYIO He-
BO3MOXXHO HCIIOJB30BaTh M3-32 HEYINPaBISEMbIX
yCTpOKCTB. [JaHHOE 3HAUEHUE pean3yeTcs B Cley-
rorieM konrTekcre: “Never Mind Perl Harbor — What
about a Cyber Love Canal?”® 3abynapte o Iepn Xap-
o6ope — Kak nacuer xubep Jlas-Kanana?

®peiim «JTanamadgr»

[udpoas cpena u muppoBbIC YIPO3BI YACTO METa-
(hopudecKkn MPeACTABISMIOTCS KaK HEKU JTaHAmagT,
YTO TOJATBEPIKIAETCS HCIOJIB30BAHNEM CYIIECTBH-

4 URL: https://www.computer.org/csdl/magazine/
¢0/2022/06 (narta obpamenus 05.05.2024).

5 URL: https://pdfs.semanticscholar.org/ (nata obparmiemrus
18.04.2022).

¢ URL: https://pdfs.semanticscholar.org/ (zata obpamiesus
18.04.2022).
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TenbHOTO landscape (4) — nmanmmadT B CIEIYIOINX
HOMUHaNUSX: cyber threat landscape — nanmmadt
kubepyrpos, digital landscape — tndposas cpena,
undpoBoit nanamadt, landscape of cybersecurity —
nmanamadT kudbepde3onacHoCTH, threat landscape —
nmaHamadT yrpo3 B cienyromux npuMepax: “It is a
critical issue that requires ongoing attention and in-
vestment, as technology continues to evolve and the
threat landscape evolves”'. DTo BaxHBIN BOIpPOC,
KOTOPBIH TpeOyeT MOCTOSHHOTO BHUMAHUS ¥ WHBE-
CTHIIMI, TOCKOJIBKY TEXHOJOTHH TPOJIOJIKAT pa3-
BHUBATKHCS, @ BMECTE C HUMU U Kubepyeposul. “In con-
clusion, the landscape of cybersecurity is a continu-
ally evolving battlefield”. B 3akmtouenue, chepa ku-
OepOe3omacHOCTH NpeICTaBIIsIeT co00H mosie 0os, Ha
KOTOPOM TIOCTOSIHHO HCIIOJIB3YIOTCSI BCE HOBBIC BUJIBI
opyxus. “Sony is one of the better-known companies
in the digital landscape, but it’s no stranger to cy-
ber threats™. Sony — ojiHa 13 HauOoJIee U3BECTHBIX
IUQPPOBBIX KOMIIAHWH, HO M OHA MOJBEpKeHa Kuoe-
pyrpo3am.

Kak crnenyer u3 npuBeIEHHBIX BBIIIE IIPUMEPOB,
OIICHOYHOCTE JICKCEMBI landscape MOKET MEHITHCS
B 3aBUCHMOCTH OT KOHTEKCTA.

®peiim «Bpemena roga». Caor «3umay

B Hamem WITIOCTPATUBHOM KOPITYyCE JaHHBIN
(peitm 1 CIIOT Tpe/ICTaBIIeH eANHCTBEHHOMN JIEKCHYe-
ckoil enuuuiet winter (1) — 3uma, KoTopas MeTa-
(hoprIeCKH UCTIONB3YETCS ISt 0003HAUCHUS PE3KOTO
Crajia akTUBHOCTH B ONpesielieHHOH cdepe, HampH-
Mmep: “By fall of 2022, NFT markets were down 90%,
we’d entered a cold crypto winter, and a bustling
metaverse was still more of a dream than reality”. K
ocenu 2022 rona Ha mapketrierice NFT akTHUBHOCTh
ynana Ha 90%. Hactynuna xonoonas kpunmo 3uma,
Y O’KMBJICHHAs METa BCEJICHHAasl CKopee OblIa CHOM,
a He PeaIbHOCTBIO.

BoiBoAbBI

[IpoBeneHHOE MCCIIeIOBaHUE MTO3BOJISET C/ENATh
CJIC/TYFOLIME BHIBOMBI:

1) B coBpeMeHHOM aHTJIOSI3BIYHOM MEIUHHOM
IUCKypce 10 KnOepOe30macHOCTH ISl penpe3eHTa-
UM KHOepYTpO3 aKTUBHO UCTIONIB3YFOTCSI HOMUHAIIH

' URL: https://www.geeksforgeeks.org/cyber-securi ty-
and-cyber-crimes/ (nata oopamenus 10.06.2024).

2 URL: https://preyproject.com/blog/what-are-cyber-
threats-how-they-affect-you-what-to-do-about-them (nara
oOpamienus 12.06.2024).

3 URL: https://em360tech.com/top-10/top-10-most-
notorious-cyber-attacks-history (mara oOpamieHus
12.06.2024).

4 URL: https://hbr.org/2023/01/where-is-tech-going-
in-2023 (nara obpamenus 12.02.2023).

u3 ceprr-ucrounnka «Hexwpast mpupomay, 9To mo-
3BOJISICT MPEJCTABUTH BUPTYAJIbHOE MMPOCTPAHCTBO B
Buje Metapopuueckoit moaenu «BupryampHoe mpo-
CTPaHCTBO — 3TO HEXUBas npupoda». B uccrnemye-
MBIX TEKCTaX MaHHas MeTadoprudecKast MOJEIb MPeI-
ctaBneHa ¢perimam «Bogay, «3arpsizHeHne OKpyKa-
omIei cpensl», «Bpemena romay, «Jlanamadty.

2) B KoJM4ecTBEHHOM OTHOIIIEHWHU HanOosiee 3Ha-
YUMBIM sBisieTcs ¢peiim «Boaay, 107 KOHTEKCTOB
ynotpetiieHus, 86% OT 00IIEeTro KOIUYeCTBa UCCIIe-
IyEeMBIX SI3BIKOBBIX €AMHULI, YTO TTO3BOJISICT OTHECTU
MeTtadopsl maHHOTO (peiiMa kK 6a30BBIM B paMKax
uccienyemoit Meradopuueckoit moaenu. Ilockomns-
Ky KHOEpYTpO3bI MPEICTABISIIOTCS C TIOMOIIBIO pa3-
JIMYHBIX THIPOHUMHBIX 00pa30B, MeTa(ophl TaHHOTO
(hpeiiMa MOTYT OBITH pacCTIpeIeTICHEI TI0 CIOTaM «J[Bu-
JKeHUe BOJBDY, «DOPMBI CYIIECTBOBAHUS U COCTOSI-
HUE BOAbDY, «BonHbIi npoMbicen», «JlesTenbHOCTD
C HCITOJIb30BaHUEM BoJbl». Hanbonee 4acToTHBIMU
HOMMHAIUSIMU SIBIITIOTCS JIEKCeMElI leak (31) — mpo-
TeKaTh U phishing/ fishing (27) — peiOHAas JTOBJISL, QU-
muHT. MeTtadopruiyeckie HOMUHAIINY, OTHOCSIIIIUECS
K (peliMam «3arps3HEHHE OKPYXKAIOMIEH Cpembl»,
«Bpemena roga», «Jlanmmadt» coctaBisor 14%
AHAIM3UPYEMBIX METaQOPHISCKUX HOMIHAIINH.

3) OcHoBaHHEM AJ1s1 METaQOPHUECKOTO MepeHoca
ABJISTFOTCA 0COOBIE CBOMCTBA SBICHUH HEXKUBOW TPH-
ponbl. Tak, CKOPOCTh U HEYIPABISIEMOCTb BOJAHOIO
MMOTOKA, KpalfHe HETATUBHBIC MTOCIIEICTBUS BOTHBIX
CTUXUIHBIX OEACTBUI COBMANAIOT C MPEJICTABIICHH-
SIMH Y€JIOBEKa O TOM, KaK B BUPTYaJIbHOU Cpefie He-
3aKOHHO PacCHpOCTPAHSACTCS JTUYHAS HHPOPMAITUI U
KAaKOBBI MTOCIEICTBUS MOAOOHBIX YTEUEK, a 3arpsi3-
HeHue U(POBOH Cpellbl Pa3IMIHBIM HEUCTIONb3Ye-
MBIM MPOTPAMMHBIM 00ECIIEYCHUEM WITH KOMITBIOTEP-
HBIMH BUPYCaMH COAEPKATEITHLHO OUCHB IMOX0XKE Ha
3arpsi3HEHUE OKPY’KAIOIIECH Cpeabl OTXOJAaMHU U T.II.
B cBs3u ¢ 9THM, IOAaBIIAIONIEE OONTBITHHCTBO HCCITe-
JIyEeMBbIX SI3BIKOBBIX €IMHUIl UMEIOT OTPULIATEIBHYIO
OIICHOYHOCTh. TeM He MEHEee OTPaHMICHHOE KOJTIYe-
CTBO aHAJM3UPYEMBIX METaQOPUIECKUX HOMHUHAIIHN
MOTYT MEHSITh CBOW OLIEHOYHBII BEKTOpP B ClIydasX,
KOI'/Ia UCIOJIb3YIOTCSI JIIsl ONUCAHUSI MEP MPOTUBO-
JefcTBUS KHOepyrpo3am.

4) HawuOomee 4acThIM MPUEMOM YCHIICHUS BBIpa-
3UTEIHHOCTH UCCIETyEMbIX METAQOPHUECKUX HOMH-
HAITUH SBIISICTCS MX MCIOJIH30BAHUE KaK JaCTH pa3-
BEpPHYTHIX MeTadop.
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